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Abstract: This paper titled “A New Algorithm for Image Encryption Based on Slicing, Displacement Followed by Symmetric Encryption” is 
proposed for image encryption by studding the principle of the image encryption algorithm. In this, a new hybrid image encryption algorithm is 
proposed by analyzing the principle of the encryption algorithm based on the combination of symmetric and asymmetric encryption. The 
experimental results based on combination of symmetric and asymmetric encryption will approve the effectiveness of the proposed concept, and 
the combination of symmetric and asymmetric encryption will show large variation in key space and provide high-level security. Proposed 
algorithm will support to integrity, authorization, accuracy of images which is transmitting in public network. As we know that, an image-based 
data requires more effort during encryption and decryption. This research introduces a block-based algorithm which is the combination of 
“Slicing and Displacement of RGB value of a Pixel” and “Block Cipher” base image encryption algorithm. The original image was divided into 
four equal parts, where each part of image will rearranged into displacement of RGB value of a pixel and then resultant image will divided into 
pixel blocks. Read binary value of pixel blocks. This binary value will be process by encryption process through binary value of selected key. 
Now finally encrypted image will be produced. This process will repeat on each parts of image. After that each part will be combining and 
produce final cipher image. Encryption key will also encrypted by asymmetric key concept so key exchanging problem will not occur in this 
system.  The Proposed Architecture for encryption and decryption of an image using suitable user-defined key is developed. The cipher image 
generated by this method can be very in size as the original image due to image scaling to make 128 bits block at a time and is suitable for 
practical use in the secure transmission of confidential information over the Internet. 
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I. INTRODUCTION 

The concept of image encryption and the word cryptography 
might be intimidating and complicated.  The objective of the 
report is to develop a software tool that helps the user and 
the operations to achieve images security. A platform 
independent tool with user-friendly graphical user interface, 
using already existing techniques and algorithms for 
cryptographic operations will be resulting product. 
Nowadays, information security is becoming more 
important in data storage and transmission. Images are 
widely used in several processes. Therefore, the protection 
of image data from unauthorized access is important. Image 
encryption plays a significant role in the field of information 
hiding. Image hiding or encrypting methods and algorithms 
range from simple spatial domain methods to more 
complicated and reliable frequency domain ones. Most of 
the available encryption algorithms are mainly used for 
textual data and may not be suitable for multimedia data 
such as images. “A New Algorithm for Image Encryption 
Based Slicing, Displacement Followed by Symmetric 
Encryption” is a block cipher algorithm. Proposed algorithm 
is the improvement of existing algorithm. The proposed 
research resolving and improving security issue of existing 
algorithm and improving overall efficiency by adding more 
confusion with the help of proposed encryption algorithm 
thus resulting in a strong cryptographic algorithm. In this 
research Histogram, entropy and correlation are the 

measurement and analyzing parameter of existing and 
proposed algorithm and ensuring that encrypted entropy and 
correlation should be good during comparison form existing 
algorithm. The simple architecture in the figure below 
shows the process of encryption and decryption. Figure 1 is 
showing the general architecture of the proposed encryption 
process where an image will select as an input then slicing 
function will slice image into four equal parts, after that 
each part will pass from displacement process finally 
displaced part will be process with proposed encryption 
algorithm with 128 bits size key value then proposed 
encryption process will execute number of operation then 
each encrypted parts of image will be once again combine 
through combine process and finally a cipher image will 
produced as an output 

 
Figure1: Architecture Diagram for Encryption 
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Figure 2 is showing the simple architecture of the proposed 
decryption process where a cipher an image will select as an 
input then slicing function will slice image into four equal 
parts then proposed decryption process will execute number 
of operation with 128 bits size key value. After that each 
decrypted parts of image will be redisplayed vertically then 
each parts of image will once again combine and finally a 
original image will produced as an output 

 

 
Figure2: Architecture Diagram for Decryption 

II. PROPOSED WORK 

In most of the natural images, the values of the neighboring 
pixels are strongly correlated (i.e. the value of any given 
pixel can be reasonably predicted from the values of its 
neighbors). In order to dissipate the high correlation among 
pixels and increase the entropy value, I propose a newly 
design image encryption algorithm that divides the image 
into blocks and then shuffles their positions before it passes 
them to the proposed encryption algorithm. By using the  
correlation and entropy as a measure of security, this 
process results in a lower correlation and a higher entropy 
value when compared to using the proposed algorithm 
alone, and thus improving the security level of the encrypted 
images. There are two main keys to increase the entropy; the 
variable secret key of the displacement process (horizontal 
and Vertical) and the variable secret key of the proposed 
encryption algorithm. The variable secret key of the 
displacement process determines the constant, which is used 
to build the secret image with a variable number of blocks. 
If the key is changed, another constant will be generated, 
and then a different secret image is obtained. The variable 
secret key of the proposed encryption algorithm is used to 
encrypt the displaced image. This encryption process 
decreases the mutual information among the encrypted 
image variables (i.e. high contrast) and thus increasing the 
entropy value. In this paper I proposed newly design block-
based encryption algorithm where block diagram of 
proposed system shown in figure 3, in order to increase the 
security level of the encrypted images.  

 

Figure 3: Block Diagram of Proposed System 
 
Slicing Approach: Here we are slicing process as 4 for the 
purpose of simulation, high performance and easier 
understandability in the concept. Once the slices are update 
with its new positions. We follow next step. To slicing an 
image we have used simple concept like select initial X, Y 
coordinate, maximum X, Y coordinate and intermediate X, 
Y Coordinate apply mathematic function. 
Displacement Approach: In the First step original image is 
sliced and divided into 4 sub slice. This sliced sub image is 
now used for displacement. Here we are using two 
displacement approaches (vertical and horizontal) one by 
one. This displace of pixel position of sub image reduces the 
correlation between the adjacent pixels and it may be causes 
of higher entropy. This approach is being tested by making 
pixel blocks of different sizes and then their result is being 
analyzed. For vertical and horizontal displacement of pixel 
position we have used number of vertical pixel blocks in sub 
image and accordingly it will explosively displace the pixel 
blocks in vertical direction in the 1:1 manner; according to 
this method, block at location 1st will to 2nd block position, 
2nd block will move to 3th block position and 3rd block will 
move to 4th block position. Similarly block at location 4th 
will to 3rd block position, 3rd block will move to 2nd block 
position and 2nd block will move to 1st block position. 
Similarly same process will apply on horizontal 
displacement approach. This process will apply on each sub 
part of image. 
Proposed Encryption Algorithm: Byte Array containing 
16 characters (bytes) long key 

 
Ki denotes ith index in 16 byte long key array 
Calculations: 
Encryption Side 
S1 = (K1×2) + (K3×4) + (K5×6) + (K7×8) + (K9×10) + 
(K11×12) + (K13×14) + (K15×16) 
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S2 = (K0×1) + (K2×3) + (K4×5) + (K6×7) + (K8×9) + 
(K10×11) + (K12×13) + (K14×15) 
Sum = absolute value of (S1+S2) 
Compulsory Condition: Value of Sum must always contain 
exactly three digits e.g. 103,387 etc. 
Case-1: if Sum<100 then error message is displayed that the 
key is too weak. 
Case-2: if 100<Sum<999 then it satisfies the condition and 
therefore further processing takes place as follow: 
Step-1: Let Sum = d1d2d3, then RGB values of all the four 
pixels (P1, P2, P3 and P4) are modified as follow: 
Perform d1 number of right shifts in R byte of all four pixels 
Perform d2 number of right shifts in G byte of all four pixels 
Perform d3 number of right shifts in B byte of all four pixels 
Step-2: 
If d1 is an odd number 
Reverse the bits in P1 

Else Perform EXOR operation between P1 and K1 
If d2 is an odd number 
Reverse the bits in P2 

Else Perform EXOR operation between P2 and K2 
If d3 is an odd number 
Reverse the bits in P3 
Else Perform EXOR operation between P3 and K3 
If d4 is an odd number 
Reverse the bits in P4 
Else Perform EXOR operation between P4 and K4 
Case-3: if Sum>999 (i.e. Sum contains more than three 
digits) then only last three least significant digits are 
considered and the most significant digit is ignored. It is 
because most significant (left most) digit has the least 
possibility of getting changed whereas as we move towards 
right, digits change rapidly, which is good for encryption 
process. 
Example: Let Sum = d1d2d3d4 
Then only d2, d3 and d4 will be considered according to step-
2 and d1 will be ignored as the probability of this digit to 
change is least among d1, d2, d3 and d4. 
REVERSE PROCESSING IS DONE ON 
DECRYPTION SIDE i.e. firstly step-2 and then step-1 is 
carried out 
Handel Key Exchange Issue: Proposed research is the 
designing and implementation of a new Hybrid Image 
encryption algorithm. Proposed technique is a method of 
image encryption that combines two or more encryption 
technique and usually includes a combination of symmetric 
and asymmetric (public-key) encryption to take benefit of 
the strengths of each type of encryption. Symmetric 
encryption has the performance advantage and therefore is 
the common solution for encrypting and decrypting 
performance-sensitive data. However, symmetric encryption 
has a downside the cryptographic key needs to be known to 
both the sender and receiver of encrypted data, and the 

exchanging of the key over an insecure channel may cause 
security risks. On the other hand, asymmetric or public-key 
encryption provides better security in that the cryptographic 
key required for decrypting data does not have to be shared 
with other parties. This is more secure, but it comes with a 
price the computation speed is slower than in the case of 
symmetric encryption. A solution to this problem is to first 
encrypt and exchange the symmetric encryption key by 
means of asymmetric encryption, and then use that 
symmetric key for encrypting and decrypting the actual data. 
Although this method provides protection while the 
encrypted key is transferred between parties, it is not 
necessarily secure at the moment when the encrypted 
symmetric key is being decrypted. If an adversary is 
monitoring the system where this takes place and if the 
system is not white-box protected, the cryptographic keys 
can be extracted in plain form. For asymmetric key 
algorithm I will use simple RSA algorithm. Figure 4 is 
showing the proposed crypto system to encrypt/ decrypt an 
image. 

 

Figure 4: Proposed Crypto System for Image 
Encryption/Decryption 

III. RESULTS ANALYSIS 

Here we are presenting the experiment results based on 
selected parameters. All the results are approximately 
calculated and best of our knowledge it can be vary on 
environment condition because its machine oriented.  
Key length is the important factor of the proposed 
concept which is distingue from existing concept which 
is defined in [18, 19].  Security is the primary task of 
the proposed concept. Key exchanging is also important 
issues in the symmetric key concept so we have used 
asymmetric key (RSA) in the proposed concept. The 
presented experimental results show the superiority of 
the proposed concept as compare existing concept  in 
terms of the entropy, and correlation.  At run time we 
have used following machine configuration (See table 
1) 
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Table 1: System Configuration 

Items  Description 

Processor  
Intel Pentium Dual Core 

1.5 GHz. 

 Memory 1 GB 

HDD 20 GB 

  Software Application  JDK 1.6 
  Database MS-Access  

Selected parameter is entropy, correlation and histogram of 
the image which is describe below.  

 Entropy:  

 
Where: 
He: entropy. 
G: gray value of input image (0... 255). 
P(k): is the probability of the occurrence of symbol k. 

 Correlation: 

 

Where 
r: correlation value 
n: the number of pairs of data 
∑xy: sum of the products of paired data 
∑x: sum of x data 
∑y: sum of y data 
∑x2: sum of squared x data 
∑y2: sum of squared y data 

Snap Shot of Results: 

Proposed Concept 

 

Figure 5: Encrypted Image Snap Shot 

 

Figure 6: Histogram of Image Snap Shot 

 

Figure 7: Decrypted Image Snap Shot 

The Snap shot form 5. To 7, showing the encryption, 
histogram and decryption of selected images by proposed 
concept. All the results are based on our knowledge and 
approximate. It can be vary on different environment. The 
proposed system is encrypting and decrypting an image and 
correspondingly showing entropy and correlation. The 
proposed system has run number of times approximately to 
calculate results and every time same images are 
respectively encrypted by existing concept and “Proposed 
concept” by copying them. Size of the selected key was 
same in each time. Finally, the outputs of the comparison 
system are entropy and correlation which is noted in 
numeric form and it’s shown in table 2. 

Table 2: Results Comparisons 
S.NO Images Name of  

Concept 
Entropy Correlation 

Approx Results 

1 Imag1.jpg(1024X 
781) 

Proposed 
Concept 

314.277 1.0 

2 Imag2.jpg(1280X 
1024) 

Proposed 
Concept 

339.488 1.0 
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From figure 5 to 7 and table 2 we have analyzed that 
entropy of the encrypted image Imag1 of size 1024*781 is 
314.277 with correlation value 1.0 and Imag2 of size 
1280*1024 is 339.488 with correlation value 1.0. From 
these results we can conclude that correlation value 
producing same results for both but entropy value is 
producing different value. Larger image size will produce 
large entropy value which good for security.  

IV. CONCLUSION 

Conclusion: In this paper a simple and strong concept has 
been proposed for image security using a new technique 
based on the slicing of the image into sub parts and 
displacement of pixel position of each sub part and a new 
developed symmetric encryption algorithm with the 
asymmetric key concept. From the proposed concept we are 
looking that the correlation are vary from image to image. In 
this paper we have selected two images for results purpose 
but coincidently both are producing same correlation in all 
three concepts. But it’s clearly defined from entropy that 
proposed concept is producing good results. Following are 
certain limitation in the proposed algorithm. Java Virtual 
Machine framework should be installed at user end to access 
this application. It would encrypt only limited type of 
images because proposed algorithm is built for only one or 
two type of images. In future we will try to improve security 
level of the proposed algorithm. It will also try to resolve 
limitation of image type that mean any type of image will be 
encrypt and decrypt through proposed algorithm Further 
development of the algorithm to accommodate tighter 
generic security reductions for image encryption is therefore 
desirable.  
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