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Abstract: - The primary goal of this paper is security 
management. This will provide authentication of users, and 
integrity, accuracy and safety of images which is traveling over 
internet. Moreover, an image-based data requires more effort 
during encryption and decryption. The Proposed Architecture 
for encryption and decryption of an image using suitable user-
defined key is developed with the same objective. In this paper, 
we introduce a new permutation technique based on the 
combination of image permutation and a new developed 
encryption algorithm called “Hyper Image Encryption 
Algorithm (HIEA)”. From the selected image we will binary 
value blocks, which will be rearrange into a permuted image 
using a permutation process, and then the generated image will 
be encrypted using the “Hyper Image Encryption Algorithm 
(HIEA)” algorithm. 
 
Key Word: - Encryption, Decryption, Cryptography, Image 
Encryption 

I. INTRODUCTION 

Nowadays, information security is becoming more 
important in data storage and transmission. Images are widely 
used in several processes. Therefore, the protection of image 
data from unauthorized access is important. Image encryption 
plays a significant role in the field of information hiding. 
Image hiding or encrypting methods and algorithms range 
from simple spatial domain methods to more complicated and 
reliable frequency domain ones. From the study of research 
paper and other I have conclude that in [10, 11, and 12] there 
are no clarifications which type of images they are using to 
perform image encryption and decryption procedure. I have 
also analyzed that there is no clarification about the 
configuration of machine and platform where all the 
experiment are calculating. Another thing which I have 
measured that proposed transformation table of [10, 11, and 
12] have very complex structure and not easy to understand 
which is the cause of poor efficiency. From further study I 
have observed that Images are different from text. Although 
we may use the traditional cryptosystems to encrypt images 
directly, it is not a good idea for two reasons. One is that the 
image size is almost always much greater than that of text. 
Therefore, the traditional cryptosystems need much time to 
directly encrypt the image data.  

The other problem is that the decrypted text must be equal 
to the original text. However, this requirement is not necessary 
for image data. Due to the Characteristic of human perception, 
a decrypted image containing small distortion is usually 
acceptable. 

After the detailed study of image encryption, we presented 
some problem which find during study and how we can 
remove these with the help of our proposed work. This paper 
is divided in to four sections. Section – I basic introduction 
about image encryption and problem formulation, section-II 
detailed description of proposed work, section-III experiment 
and results comparison and section-IV conclusion and future 
enhancement.     

II.  PROPOSED WORK 
A. Proposed Architecture:  proposed architecture is shown in 

figure 1. 

 
 

Figure 1:- Proposed Architecture 
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Comparatively Architecture of various algorithms with my 
Proposed Architecture: Figure 2 is showing comparative study 
architecture between various algorithm and proposed 
algorithm 
 

 
 

Figure 2:- Block Diagram of Proposed Technique versus Various 
Techniques 

 
B. Graphical Representation:- 

Initially in proposed image encryption system requires .bmp 
or jpeg type of image file that is to be hidden. It has two 
modules encrypt and decrypt shown in figure 3. Microsoft 
.Net framework prepares a huge amount of tool and options 
for programmers that they simples programming.  Here I used 
some .net tool in this software called “Image Crypto System 
(ICS)” that is written in VB.Net language and we can use this 
software to hide our visual information in .bmp or jpeg type of 
pictures. 
 

 
 

Figure 3:- The graphical representation of Image Encryption   system 
 

The encrypt module is used to hide visual information like 
bmp or jpeg image; no one can see that visual information in 
bmp file or jpeg files. This module requires bmp or jpeg type 
of image message and gives the only one image file in 
destination. 

The decrypt module is used to get the hidden visual 
information in original image. It take the cipher image file as 
an output, and give one file at destination folder, is that bmp 
or jpeg image file.  
 
C. Proposed Algorithm for Creating Transformation Table:- 
1: Select Image to be encryption from data store 
2: Insert key of 256 bits  
3: Calculate Image Pixels Value 
    Horizontal Value of Pixel = PixelWidth/10 
    Vertical Value of Pixel = PixelHeight/10 
4: Select a Random Function to Calculate Final value for 

Horizontal and Vertical Pixels 
   HorizontalPixel  Select Random Value between 

Horizontal Value of Pixel  and PixelWidth 
   VerticalPixel  Select Random Value between Vertical 

Value of Pixel  and PixelHeight 
5: Select a Variable No-Of-Pixel to store Multiple Value of 

HorizontalPixel and VerticalPixel 
 No-Of-Pixel = HorizontalPixel X VerticalPixel 
6: Using Hash Function (Here I am using SHA-1) I am 

generating a Seed Value. This SHA-1 will apply on 256 bits 
Selected Key 

 Seed = SHA-1(Above Selected KEY) 
7: Divide Seed into two Part equally Seed-1 and Seed-2 
 Seed-1  First Half of Seed 
 Seed-2 Second Half of Seed 
8: If Seed-1 is Greater Then Seed-2 Then We Will Select 

another Variable SeedValue and assign any numeric value 
between 0 to 4 (Randomly Chooseable) Otherwise Value of 
SeedValue Variable vary between 5 to 9 (Randomly 
chooseable ). 

9: If Variable SeedValue is Equal Between 0 to 4 then 
calculate new seed value (Here we are working on ASCII 
value of seed). 

     Seed = Seed + (Seed-1 Mod 2) + 1 
    Otherwise 
    Seed = Seed + (Seed-2 Mod 2) + 1 
10: Repeat Process 8 to 9 till No-Of-Pixel/2 
11: Final Output of Step 10 will represent Create      

transformation Table 
12: Exit 
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Steps for Proposed Encryption Algorithm: 
1: Select an Image which is having at least 256 bits in Size to 

be encryption.  
2: Calculate Binary Value of Image. 
3: Select First 256 bits form Binary Value and create 16 sub 

blocks of 16 bits. This process will repeat till end of file. 
4: Select Key Value of 256 bits. And create 16 sub blocks of 

16 bits. 
5: Select 64 bits from transformation table. And create 4 

blocks of 16 bits. 
6: Apply Logical operation XOR between first 8 block of 

selected image and second 8 block of selected key. Result 
will stored in image blocks of  

7: Apply Logical operation XOR between last 4 blocks of 
selected images and 4 blocks of transformation table. Result 
will store in image blocks. 

8: Apply Circular Shift Operation on last 4 block of selected 
key and second last 4 block of selected image.  

9: Apply logical XOR operation between selected image and 
key which is output of step 8. Result will store in image 
block. 

10: Apply Circular Shift Operation on 4 blocks of 
transformation table and second last 4 block of selected key. 

11: Apply logical XOR operation between transformation t 
table and selected key, which is output of step 10. Result 
will store in key block. 

12: Combine output of step 6, 7, 9, and 11 in such that it   
should be produced 256 bits total. 

13: output of step 12 will become input for next round. 
14: Repeat step-1 to step-13, 10 times. 
15: After 10th round, cipher text will produce of selected 

image. 
16: Exit. 
 
D. Characteristics of an Image Cryptosystem:-  

For studying characteristics of image encryption, we must 
first analyze the implementing differences between image and 
text data:  
1. When cipher text is produced, the decrypted text must be 
equal to the original text in a full lossless manner. However, 
this requirement is not necessary for image; the cipher image 
can be decrypted to an original image in some lossy manner.   
2. Text data is a sequence of words, it can be encrypted 
directly by using block or stream ciphers. However, digital 
image data are represented as 2D array. 
3. Since the storage space of a picture is very large, it is 
inefficient to encrypt or decrypt image directly. One of the 
best methods is to only encrypt/decrypt information that is 
used by image compression for reducing both its storage space 
and transmission time. 

In general, there are three basic characteristics in the 
information field: privacy, integrity and availability. For 
privacy, an unauthorized user can not disclose a message.  
For integrity, an unauthorized user cannot modify or corrupt a 
message. For availability, message is made available to 
authorized users faithfully. A perfect image cryptosystem is 
not only flexible in the security mechanism, but also has high 
overall secure performance, the image security requires 
following characteristics: 
 
1. The encryption system should be computationally secure. It 
requires an extremely long time to attack, unauthorized user 
should not be able to read privileged image.  
2. Encryption and decryption should be fast enough not to 
grade system performance. The algorithm for encryption and 
decryption must be simple enough to be done by user in 
personal computer. 
3. The security mechanism must be as widespread as possible. 
4. The security mechanism should be flexible. 
5. There should not be a large expansion of encrypted image 
data. 
 

III.  EXPERIMENTS 
In this paper .Net implementation is used to present an 

evaluation system. For entropy calculation and execution time 
of the known image encryption algorithm with my proposed 
image encryption algorithm, it is necessary to describe the 
detailed evaluation method, as illustrated in Figure-4. Here I 
am taking only one evaluating modes to find whether the key 
and the images have impact on time consuming of image 
cryptographic algorithms: DISK (different images in the same 
key). 

.

 

Figure 4: Results Evolution Model 
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For our experiment, we use a laptop Pentium® Dual-Core 
CPU T4400 @2.20Ghz and 32-bit Operating System, The 
algorithm was applied on a Joint picture Expert Group (JPEG) 
image that has the size of 300 pixels x 300pixels with 256 
colors. In order to evaluate the impact of the number of blocks 
on entropy,and here entropy is calculate by using following 
equation Entropy defined as follows [14]-[15] 

                        G-1     ∑ ሺ ሻ        ሺ  ሺ  ሻሻ……….. (1) 
                                      K =0    
Where: 
He: entropy. 
G: gray value of input image (0... 255). 
P(k): is the probability of the occurrence of symbol k. 
 

In the experiments, the laptop encrypts an images data and 
calculates entropy and encryption time. We are using some 
parameters for entropy one is numeric value and second is 
percentage ratio which is shown in Table 1. Here I am also 
calculating execution time which is shown in Table-2 

I do n cycles (that is, the number of the evaluated images). 
In each cycle, four same type images are respectively 
encrypted by “Image Encryption Using Block-Based 
Transformation Algorithm”, “An Image Encryption Approach 
Using a Combination of Permutation Technique Followed by 
Encryption” and “Proposed Algorithm (PA)” by copying 
them. Finally, the outputs of the evaluation system are entropy 
and execution time, and measured in numeric form. Actually, 
for an encryption algorithm, the entropy not only depends on 
the algorithm’s complexity, but also the key and the images 
have certain impact.  The image is decomposed into 10 pixels 
× 10 pixels blocks.  Figure 5.shows the resulted images.  
 

                                                       
(a)                                                                             (b) 

Figure 5.  Results of encryption by using 10 pixels × 10 pixels blocks. (a) 
Original image. (b) Encrypted image using proposed algorithm 

 

Result Comparison in Tabular Form: - In this I am going to 
represent our result in the form of table. After comparison the 
results that were obtained can be well represented in form of 
Table 1-5 that describes the encryption time, decryption time, 
entropy of original image, entropy on encrypted image and 
security setting in the above discussed algorithms. And also 
calculate performance of CPU utilization and memory 
utilization. 

 

Table-1:- Encryption Time Comparison of various Image 
Encryption Algorithm with Proposed Algorithm 

 

 

Table-2:- Decryption Time comparison of various Image 
encryption Algorithm With proposed Algorithm 
 

 

 

 

 

 

Images(Size in KB) 

Image 
Encryption 
Using Block-
Based 
Transformation 
Algorithm 

An Image 
Encryption 
Approach 
Using a 
Combination 
of 
Permutation 
Technique 
Followed by 
Encryption 

Proposed 
Algorithm  

D:\heeral\image\2.jpeg 
(3.59) 

0:00:03 0:00:09 0:00:03 

D:\heeral\image\3.jpg 
(3.48) 

0:00:03 0:00:09 0:00:03 

D:\heeral\image\4.jpg 
(3.09) 

0:00:03 0:00:09 0:00:03 

D:\heeral\image\5.jpg 
(4.33) 0:00:04 0:00:12 0:00:04 

Images(Size in KB) 

Image 
Encryption 
Using Block-
Based 
Transformation 
Algorithm 

An Image 
Encryption 
Approach 
Using a 
Combination 
of 
Permutation 
Technique 
Followed by 
Encryption 

Proposed 
Algorithm  

D:\heeral\image\2.jpeg 
(3.59) 

0:00:03 0:00:09 0:00:03 

D:\heeral\image\3.jpg 
(3.48) 

0:00:03 0:00:09 0:00:03 

D:\heeral\image\4.jpg 
(3.09) 

0:00:03 0:00:09 0:00:03 

D:\heeral\image\5.jpg 
(4.33) 0:00:04 0:00:12 0:00:04 
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Table-3:- Entropy of Original Image Comparison of various 
Algorithm with Proposed Algorithm 

 

 

 

Table-4:- Entropy of Encrypted Image Comparison of various 
Algorithm with Proposed Algorithm  

 

 

 

 

 

 

 

 

Table-5:-CPU and Memory Utilization of various Algorithms 
with proposed Algorithm 

Graphical Representation of Comparison: - In this I am 
going to represent our result comparisons in the form of graph. 
Encryption Time: Here I am drawing the Graph-1 form 
Table-1 to reveal it. In this graph, the evaluated mode is 
DISK, and the fixed size of the evaluated image. At this point, 
the key length of all Encryption algorithm is 256-bit, which is 
equals to that of the proposed algorithm (PA). 

 

Graph 1:-:- Encryption Time Comparison of Existing Algorithm 
with Proposed Algorithm 

Decryption Time: Here I am drawing the Graph-2 form 
Table-1 to reveal it. In this graph, the evaluated mode is 
DISK, and the fixed size of the evaluated image.  
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D:
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Time in 

Second 

Files Name with Size in KB 

Encryption Time 
Image Encryption Using

Block-Based

Transformation

Algorithm

An Image Encryption

Approach Using a

Combination of

Permutation Technique

Followed by Encryption

Images(Size in KB) 

Image 
Encryption 
Using Block-
Based 
Transformatio
n Algorithm 

An Image 
Encryption 
Approach 
Using a 
Combinatio
n of 
Permutation 
Technique 
Followed by 
Encryption 

Proposed 
Algorithm  

D:\heeral\image\2.jpeg 
(3.59) 15.509775 15.509775 

15.50977
5 

D:\heeral\image\3.jpg (3.48) 
49 56 68 

D:\heeral\image\4.jpg (3.09) 
14 14 14 

D:\heeral\image\5.jpg (4.33) 25 42 28 

Images(Size in KB) 

Image 
Encryption 
Using Block-
Based 
Transformation 
Algorithm 

An Image 
Encryption 
Approach 
Using a 
Combination 
of 
Permutation 
Technique 
Followed by 
Encryption 

Proposed 
Algorithm  

D:\heeral\image\2.jpeg 
(3.59) 139281.1296 1460846.781 15739907.4 
D:\heeral\image\3.jpg 
(3.48) 110558.6174 1080029.519 52672743.39 
D:\heeral\image\4.jpg 
(3.09) 168641.228 2271031.568 19838321.82 
D:\heeral\image\5.jpg 
(4.33) 246469.9004 4185951.26 75427376.8 

Algorithms CPU 
Utilization at 
Encryption in 
% 

CPU 
Utilization at 
Decryption in 
% 

Memory 
Utilization in % 

Image 
Encryption 
Using Block-
Based 
Transformation 
Algorithm 

25 50 -25 

Image 
Encryption 
Approach Usinga 
Combination 
ofPermutation 
Technique 
Followed by 
Encryption 

31 50 -19 

Proposed 
Algorithm  

37 51 -14 
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At this point, the key length of all Encryption algorithm is 
256-bit, which is equals to that of the proposed algorithm 
(PA). 

 

Graph 2:-:- Decryption Time Comparison of Existing Algorithm 
with Proposed Algorithm 

Entropy of original Image: - Here I am drawing graph 3 
from table 3. In this graph I am presenting entropy of original 
images of various encryption algorithms as well as our 
proposed algorithm. 

 

Graph 3:- Entropy of Original Image Comparison of Existing 
Algorithm with Proposed Algorithm 

Entropy of Encrypted Image: - Here  graph 4 table 4. In this 
graph I am presenting encrypted images entropy of various 
encryption algorithms as well as our proposed algorithm. 

 

Graph 4:- Entropy of Encrypted Image Comparison of Existing 
Algorithm with Proposed Algorithm 

Experimental results for this compassion point are shown 
Table 1-5 at encryption stage. The results show the superiority 
of proposed algorithm over other algorithms in terms of the 
entropy, CPU utilization as well as memory utilization which 
are our main task of this research. Another point can be 
noticed here; that “Image Encryption Using Block-Based 
Transformation Algorithm” requires less encryption time 
about 4 to 5 second differences than as compare “An Image 
Encryption Approach Using a Combination of Permutation 
Technique Followed by Encryption algorithms”. Some typical 
results obtained by the evaluation system can be found in 
Table 5. The results illustrated in Table 5 show that our 
Proposed Algorithm (PA) is 70% better than other selected 
algorithms in DISK evaluation mode firstly. Finally, it is not 
difficult to find that, in contrast with those Tables, the larger 
the key length is, and the bigger security is. Besides, in 
contrast with that Table, it is not difficult to find that the 
increasing key length can lead to the significant increment of 
entropy as well as CPU utilization. Generally speaking, the 
entropy of cryptographic algorithm usually depends on the 
size of images, keys and structure of algorithm. 
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IV.  CONCLUSION AND FUTURE WORK 
The difference of efficiency between our “Proposed 

Algorithm” and “Image Encryption Using Block-Based 
Transformation Algorithm”, “An Image Encryption Approach 
Using a Combination of Permutation Technique Followed by 
Encryption” is very high approximately 80% . If the security 
and efficiency is of primary concern then one can use our 
proposed algorithm. From the above discussion we can clearly 
see that the proposed algorithm has 70% better entropy of 
encrypted image any of the other compeering algorithms and 
hence can be incorporated in the process of encryption of any 
images. Also, we can see that the “Image Encryption Using 
Block-Based Transformation Algorithm” and “An Image 
Encryption Approach Using a Combination of Permutation 
Technique Followed by Encryption” have very less entropy 
and hence cannot be used for encryption of confidential 
messages. The encryption algorithm presented above, is a very 
simple, direct mapping algorithm using feistal Structure and 
some logical operation. This cipher image generation provides 
a good strength to the encryption algorithm. As such it is quite 
essential to improve our algorithms performance in future.  
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